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* O quanto seu monitoramento é efetivo?
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oy Introducao i
* SubestacOes totalmente digitais baseadas na IEC 61850:
* Process Bus destaca a performance da rede de comunicacao Ethernet.
* Item 8.4.2 da IEC 61850-5 Ed.2:

* Diferentes fungoes de aplicagao distribuidas através de alocacdes de LNs em
diferentes PDs: troca de informagoes através da rede de comunicacao.
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* Conceito de monitoramento de rede: verificagao sistematica em busca de
anomalias que podem comprometer o correto funcionamento da rede de
comunicagao;

* Monitoramento da rede IEC 61850 durante todo o ciclo de vida da
subestacdo: FAT/SAT e testes de manutenc¢ao;

* Importancia do monitoramento:
* Detecg¢ao precoce de erros;
* Condicdes de operacao da rede;
* Reduc¢ao da indisponibilidade da rede;
* Log dos eventos de falha da rede;

* Seguranga e estabilidade do sistema de energia.
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S Monitoramento para o PACS: aspectos gerais :E'.;,?,,-@;
CONPROVE .

* Sistema de monitoramento como uma ferramenta essencial para detecg¢ao de
falhas de rede da subestacao digital;

* Dispositivo dedicado para o monitoramento de rede — “RDP (Registrador Digital
de Perturbacdo) de rede”:

* Implementado em hardware e software para abranger todos os requisitos
de tempo critico de GOOSE e SV.
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* Aspectos de rede abrangidos pelo sistema de monitoramento:
* Integridade das mensagens;
* Configuracao e seguranc¢a dos dados;
e Estrutura dos frames;
* Sincronismo do sistema;
* Estatisticas de tempo das mensagens;
* Configuracdo para Teste/Simulagdo;
* Alertar potenciais falhas de comunica¢ao ou invasoes;
e Gravacgao de arquivos PCAP, inclusive na ocorréncia de falta;

* Monitoramento através de porta Trunk ou Mirror.
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conPRove Jlstema de monitoramento da rede |[EC 61850 ;c,:::m;

* Funcionalidades do sistema de monitoramento:

Portatil / Rack
Modo de validacao do SCL:
 SCL importado x frame na rede.
Modo de Sniffer:
* Busca de trafego nao previsto nos arquivos SCL.
Modo de Estatistica:
* Analise estatistica do trafego GOOSE e SV.

Modo de Supervisao:

* Erros de rede;
* Eventos de supervisao: GOOSE, SV e PTP;
* Gravacao de PCAP.
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b Fittros: ﬂ@[}riﬂco B 1 Aviso '@Ir‘lfﬂnﬂaci?n B Gravagio PCAP Avangado... ::'-‘.t;-":lﬁ
CONPROVE GOO0SE Sampled Values — .
HE PCAP nﬁ ° PCAF Er‘ -t
[¥] & Timetolive (TTL) expirado [W] [¥] & Time Out [¥]
[¥] & Fora de sequéncia [¥#] [¥] € Fora de sequéncia [¥]
[¥] & Erro de formatagio [¥] [¥] & Errode formatagdo [¥]
[¥] & Transfer time maior [W] [¥] & Processamento maior [¥]
[v] & Comparagdio SCL (V] [v] & Comparagdo SCL ¥
[¥] 4. MNuncavisto [W] [¥] 4% Nuncavisto [¥]
[¥] & Validade GOOD mudou [¥] [¥] 44 Validade ‘GOOD mudou [#]
[¥] @ Test Bit do Quality mudou [#] [¥] & Test Bit do Quality mudou [¥]
[¥] & Alteragdo nos Bits do Time Quality [V |¥] & Escorregamento do clock [¥]
[¥] & Clock ndo sinc. (Time Guality) [W¥] [¥] & Flag de sincronismo mudou [¥]
[¥] & Mudanca rapida SttNum [W] [¥] & Clock ndo sincronizado [¥]
(] & Apareceu [7] & Apareceu
@ ) FTP B Redundancia PRP
PCAP PCAP
[¥] & Tempo entre mensagens [W¥] [¥] & Fora de sequéncia [¥]
[¥] & Miltiplos mestres [W] [¥] 4, Redes AeB cruzadas [¥]
[¥] & Perda de mensagens [W] [¥] 4, Recebimento duplicado pelas redes [V
[¥] 4. Mudou precisdo do mestre [W] [¥] & Mensagem sem PRP [¥]
[¥] 4, Mudou aclasse do clock [¥#] [¥] & Rede PRP diferente da definida [¥]
[¥] & Mudou ID do mestre [W¥] [¥] & Perda de mensagens SV [¥]
[¥] & Atuslizou offset do UTC [W] [¥] & Perda de mensagens GO [¥]
8 =2 Dispositvo [¥] & Perda de mensagens [¥]

PCAP  m3 Outros

[¥] & Perda da sincronizagdo [¥] PCAP

[¥] 4, Sobrecarga [¥] [¥] 4y GO Nio previsto [¥] .

|¥] & Estabeleceu sincronizagdo [W] [¥] &, SV NEo previsto [¥]

[¥] @ Link estabelecido [¥] 4. Definido pelo USUARIO ¥ | ARGO
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B | O 5 | = | Network Analysis and Diagnostics 1.00.000 Build 0 Beta (32 Bits) - Generic PC (Net) (/F7HJN3) - Npcap — [m] x

B

Inicio Opcdes Software 3 e
Importar Adicionar Remover |

SCL IED _
x @ @

T . B  —
Arquivo SCL @) T _ ﬁ @ [

Inicio Opcdes Software A 0
n | (B} ,_? Q =+ | Network Analysis and Diagnostics 1.00.000 Build 0 Beta (32 Bits) - Generic PC (Net) (/FTHIN3) - Npcap — [m] x

Origem  Geral Matriz (Env, Importar Adicionar Remover Ndo Pre Comparar  Nio Iniciar Iniciar Iniciar  Parar Limpar  Apresentar Restaurar
SCL IED -+ |E SCL Previstos = Estatistica Supervisdo Grav Relatdrio Layout
Configuragdo Lista de Eve Arquivo SCL Multi Teste werificagbes Limpeza  Relatdrio Layout
[] Mostrar Lista de Eventos Origem  Gomesl Mtz iFru/Bart ValidarZa G Tt B T R =rerr ) R e
Ftro: GO/SY | [Todos  Comig B | O = [ = | Metwork Analysis and Diagnostics 1.00.000 Build 0 Beta (32 Bits) - Generic PC (Net) (/FTHIN3) - Npcap — [m] =
Toing © mQrY Arquive Inicio Opcdes Software ~ o

; B @

Importar At nar Remover Nao o5 Comparar  MNio Iniciar Iniciar Ir Parar Limpar  Apresentar Restaurar
SCL IED -= [ED Multiplo SCL Previstos  Esta ca Supervisdo Gr: Relatdrio Layout
Arquivo SCL Multi Teste Verificagbes Limpeza Relatério Layout

Origem Geral  Matriz (Env/Rec)  Validagi SCL Comparacio SCLx Rede Mo Previstos  Estatistica | Supervisio Gravagdo

Configuragdo Lista de Eventos Painel de Status
] Mostrar Lista de Eventos Visualizaggo: | Painel Simples

Fitro: |GO/SV ~ ~ | | Todes i

Todos « = |EDs ~ > SES4FMUCT -

MUC1CTRLULLNOSGOSF4

SAMPLED
VALUE

GOOSE
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International
Users Group

* Empresas Participantes:

» ASE/Kalkitech, ATOP, Cisco, CONPROVE, Doble, GE, Hitachi, Meinberg, NREC,
Omicron, PCltek, RTDS, Schneider, SEL, Siemens, SISCO, Southern Company,
TMW, Toshiba, Vizimax.

 Sistema de Monitoramento CONPROVE:

Private Monitoring Tools

Monitoring Tool IConprove MMET #3 IConprove MMNET #3 IConprove MMNET #2
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This 20
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UC Alug hereby aws
for attending and pa

UCAlug hereby awards you this Certificate of Pax
far attending and parlicipating in this mteroperahi
and with tt

e,

Herb Talk
"L'est Director and VP, Testing

ry

UCA - IEC 61850 IOP 2024: Certificacoes CONPROVE

Certificate of Part =

|
4
!
3
| UCAlug
!
|

SIMULGOOSE R2.02.90 - =

U CAlug hereby awards vou this Certilicute ol Purticipalion in the IRC 81850 TOP Lesling the week ol September 16, 2024
for uttending and purliciputing in this interoperability tesling program, in accordance with the UCAlTug Testing Procedures
und with the ITC Stundunls und Guidelines.

| Certificate of Participation @

=
is hiereby awarded to Feasn ,
Conprove i
This 20" day of September, 2024 for successful testing of ‘

In accordance with
IEC 61850

; Ykt 2 8L
f Herb Falk

Test Director and VP, Testing

7 “?‘“43{ f:dnc{“b 1’
Margarct Goodrich |
President

E——

P.0. Bax 315, Shell Kv

IV]'dl'g'dl’H[ Looanaen
President

,
{

!

i

i

i

k il

IEC 61850

LEEIS gIoup

il testing of

veek vl September 16, 2024
LCAlug Testing Procedues

wgaret Goodrich
President

anee wilh the UCATug Testing Provedures

s,

O ‘7’7744;&.4.1‘ (c’ OI”M
eI rauk R Margarel Coodrich
Test Director and VP, Testing President
: Sk s P.O. Bua 15, Shell Knob, MO 65747
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* Sistema de Monitoramento CONPROVE:
 Comparacao SCL x Rede

Origin ~ General Matrix (Tx/Fx) SCL Validation Comparison SCL x Network  Unforeseen  Statistic Supervision Recording

Defined Found
W - Contral Block INCOMER_PIULDTMZ/LLNOSMSSMSVCED1 Control Block INCOMER_PIULDTMZ/LLNOSMSEMSVCEOT +
|Sﬂ | MAC Destination 01:0C:CD:04:00:01 MAC Destination 01:0C.CD:04:00:01 +
o=Al ApplD 16297 (0=400D) ApplD 16397 (0=4000) +
: SVID INCOMER_PIULDTM2/LLNOSSVEMSVCED SVID INCOMER_PIULDTMZ/LLNOZSVEMSVCEO1 o
=5 2024 10P LV Bay Test 2 (1)sed o Sample Rate 4200 Hz Sample Rate 4200 Hz v
[#-fiy| TFSCU [] Sample Mode Amaostras por segundo Sample Mode Amestras por segundo o
E]"iﬂ INCOMER_BCPU o ASDU Ne. 2 ASDU No. 2 s
E:l"ﬁu'_ul TFRU ) Dataset INCOMER_PIULDTM2/LLNOSPhs Meas1 Dataset +
VLAN ID 1001 VLAN ID 1001 +
=-f] INCOMER_PIU i Pricrity 4 VLAN Prigrity 4 —
F ) Config Rev 10000 Config Rev 0009 A ]
i Simulation False Simulation False v
i Number of DataSets 16 Number of DataSets 14 J
=B sv &
& LOTMZ A Security Mo | Security Ne «
Config Rev 10000 Config Rev 10009
[&] FEEDER_PIU [ SampleMode No SampleMode No v
BAIED_MU %] SynchSourceld Mo SynchSourceld Mo o
B Datassat B Datasst
MName Type MName Type
<ASDU1 < ASDU1
I01ATCTR11 AmpSv.instMag.i Integer 01.instMag. Integer
= IDMATCTR11.AmpSv.q Quality =019 Quality
I01BTCTR1Z AmpSv.instMag.i Integer (0Z.instMag.i Integer
= I01BTCTR12. AmpSv.g Quality =024 Quality
I01CTCTR13.AmpSy.instMag.i Integer 03.instMag.i Integer
IEDs: 71G0O: 8, 5V:4) = I01CTCTR13 AmpSv.g Quality >03q Quality

Brasil
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* Sistema de Monitoramento CONPROVE:
 Comparacao SCL x Rede

B Optional B Optional
Security fes Secunity Mo
DataSet Yes DataSet Mo
RefreshTime Yes RefreshTime Mo
SampleRate Yes SampleRate Mo
SampleMode Mo SampleMode Mo
SynchSourceld Yes SynchSourceld Yes
: WLAN Priority 4 WLAN Priority 4 J
Eltﬂl INCMU i Config Rev 1 Config Rev 1 v
BW SV A Simulation False Simulation False +
E| LDSUIED 'y MNumber of DataSets 16 Mumber of DataSets 16 4
------ o 2 |
w-fi] BUSMU [+ Security Yes Security ho 1
N o DataSet . Yes DataSet ] [ i
; RefreshTime Yes RefreshTime Ne i
E]--Eﬂl LPIL2 o \SampleRate Yes SampleRate Mo Y
-] TFPIL2 (<] Samplelode No SampleMode No v
SynchSourceld Yes SynchSourceld Yes o
E e
Hame Type Mame Type
< ASDU 1 <ASDU1
TCTR11.AmpSy.instMag.i Integer TCTR11. AmpSv.instMag.i Integer
> TCTR11.AmpSv.q Quality > TCTR11.AmpSv.g Quality
TCTR12 AmpSv.instMag.i Integer TCTR12 AmpSv.instMag.i Integer
= TCTR12.AmpSv.g Quality = TCTR12.AmpSv.g Quality
TCTR13 AmpSy.instMag.i Integer TCTR13. AmpSv.instMag.i Integer
—|!EDs: 12 (GO: 16. 5V: 6) > TCTR13.AmpSv.q Quality > TCTR13.AmpSv.g Quality
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* Sistema de Monitoramento CONPROVE:
 Comparacao SCL x Rede

Origin -~ General Matrix {Tx/Fx) SCL Validation ~ Comparison SCL x Network  Unforeseen  Statistic Supervision Recording

System Defined Found
GOISV v | 7772 > & Control Block & Control Block
2l 21 | o Control Block LINE_SCUSCULD/ILLNOSGOSSET GooseCB_1 Control Block LINE_SCUSCULD/LLNOSGOSSET GooseCB_1 v
IED | Stt | MAC Destination 01:0C:CD:01:00:00 MAC Destination 01:0C:CD:01:00:00 v
o= Al ApplD 4 (D) ApplD £ (0 v
- GOOSEID LINE_SCUSCULDILLNOSGOSSET GooseCB_1 GOOSEID LINE_SCUSCULD/LLNOSGOSSET GooseCB_1 J
o Dataset LINE_SCUSCULD/LLNOSSET GooseD5_1 Dataset LINE_SCUSCULD/LLNOSSET GooseD5_1 v
(] VAN IO 101 VAN D 101
o || vean Priority 4 VLAN Priority 7 )
MNeeds Commizsioning Falze MNeeds Commizsioning Falze o
o Config Rev 30000 Config Rev 30000 v
i Simulation False Simulation False v
i Time to Live 2000 ms Time to Live 4000 ms v
...E:_:‘-_. SETGooseCE 1 . MNumber of DataSets & Mumber of DataSets [ vy
| VLAN Pricrity 4 VLAN Priority
T o scuLD & TineXSvi Pos stval DoubleBit TineXGuil1 Pos stval DoubleBit 7
: o, EET—— n = LineXSWI1.Pos.g Quality ) = LineX5WI1 . Pos.g Quality . '
! BusXS\2.Pos stVal DoubleBit BusXS\12.Pos stval DoubleBit 4
] TFPU_BBPU_LPU @ || > pusxswiz Pes g Quality > BusXSWI2.Pas.q Quality v
TF_MU < XCBR1.Pos stVal DoubleBit XCBR1.Pos stVal DoubleBit v
o] LINE_MU S = XCBR1.Pos.q Quality = XCBR1.Pos.g Quality v
5] & <SimulBit> (]
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* Sistema de Monitoramento CONPROVE:
* Supervisao - Altera¢ao do GM ID

Settings  Ewent List  Status Panel

i Categol Download Download Al
ST “ - %ZOOSE wlolal Others . Only Everts with PCAP L s iccted & “Sngle Fie
1 & Critical /2 Waming [ (D) Information =1 B 5ampled Value Device PRP | |7 » [ Docie Eucete [ T Showing 10.of 28
Date: 170902024 16:22:12 975560 Device: HRO1 [CE-MetdM.002MN24-40EI4FTF) ]
Classification: Informagdo Interface: ETH4 I
Category: FTP Metwork Traffic: Download PCAFP | L2 |
Event: Mudou ID do mestre
GM ID Current: F&:02:78:FF:FE:10:08:35 (IEEERegi)
GM 1D Previous: BEC:46:70:FF-FE:04:BF 5B (Meinberg)
2 & 17/09/2024 16:05:37.117220 HRO1 (CE-Net4M:002N2 ETH4 Dispositivo Link estabelecido
Date: 171092024 16:22:12.975960 Device: HROT (CE-MetdM:002M24-40E34FTF)
Classification: Informagdo Interface: ETH4
Category: FTF Metwaork Traffic: Download PCAP IE
Event: Mudou ID do mestre
GM ID Current: F8:02:78:FF:FE: 10:08:35 (IEEEReaqi)
GM ID Previcus: EC 46:70:FF:FE:04:BF:3E (Meinberg)
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e Sistema de Monitoramento CONPROVE:
* ELIA Test — Escorregamento de 8us: SmpSync SV Changed

[ W [sv.sviD == "a002"

Mo. Time Source Destination Protocol smpSynch

Settings  Ewe
Fitters
Classification

[~ &) Critica

Nu[:] [:] —
TCh l I

k Class: 6(7)

> Frame 7307: 235 bytes on wire (1880 bits), 235 bytes captur

i N O o fed oY o Wr o W 0] PO A ¥ o Wia Y il il o ¥ W 14 WP 01 PR Dt

1880 bits) on interface ©03N24-40E34PTP: A, id @

i e o W, WP T WO o B i o L ) da oA oo, oo

15 o |1

Length: 211
> Reserved 1: 0x0000 (@)
Reserved 2: 0x@eeQ (@)
v savPdu
noASDU: 2
v seqgASDU: 2 items
~ ASDU
svID: 4002
smpCnt: 84
confRev: 1
smpSynch: global (2)
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