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* Importance of monitoring the IEC 61850 network;
* Network requirements necessary for monitoring;

* Implementation of monitoring techniques.
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* Fully digital substations based on IEC 61850:.

—Process Bus highlights Ethernet communication
network performance.

* C/S, SV and GOOSE:

—Network aspects: reliability, speed, availability
and security of the information.
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* Item 8.4.2 of IEC 61850-5 Ed.2:

— Different application functions distributed through allocations of LNs In
different PDs: exchange information through a communication network.
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* Performance of the function to be executed depends on the network
communication performance:

— Communication network and its availability are part of this function:
monitoring is vital.
Vulnerabilities of SAS based on IEC 61850:

—As the complexity of the system increases, more vulnerable to
cyber attacks it becomes;

— External and Internal threats.

COVID-19 pandemic scenario:

— Power utility staff have been working from home and accessing the
substation's internal network through remote access: one of the
reasons for opening security holes for threats.
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* Elaborated by WG 15 of IEC TC 57,

* Security aspects related to series of standards covered by TC 57,
Including IEC 61850 series;
* |[EC 62351-6 “Security for IEC 61850":

—Security matters of IEC 61850 communication protocols;

—Contributions to GOOSE and SV security: addition of
“Authentication Value” and optional encryption methods;

—Performance issues Iin case of time-critical requirements of
GOOSE and SV,

—Encryption methods are recommended whenever it does not
cause problems.
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* PACS network must incorporate monitoring functions able to:
— Detect and point out anomalies or lacking of messages;
— Detect lacking of synchronism signal;
— Verify and point out abnormal propagation time;
—Independent system;
— Storing event records.
* PACS network must incorporate mechanisms that offer cybersecurity to
ensure:
— Confidentiality;
- Integrity;
— Avallability;
— Authenticity.
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Some requirements may not be foreseen in the monitoring system — blind
spot;

Monitoring deal with: Test/Simulation configuration -> two SV streams:
simulated and the real one;

Monitoring system -> event logs to be stored and consulted;
Trunk Port on the network Switch or through Port Mirroring;

GOOSE frames carrying as data a Trip command:
— Not delivered to the SCU -> the protection system is compromised,

Monitoring system must detect this anomaly:
- Is the GOOSE there?
— Analyzing all IEDs instances through SCL file (SCD or ICD);

— Filters like Destination MAC Address, GOOSE Control Block Reference
and Application ID.
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> Frame 4774@0: 234 bytes on wire (1872 bits), 234 by o el 5o SCL o3 Eetatist T ———
v~ Ethernet II, Src: Dell 87:a4:5b (fe@:4d:a2:87:a4:5b) gem = ki - = e b B

. . stema Defined Found
> Destination: Iec-Tc57 @1:00:57 (@1:0c:cd:@1;:60:57

> source: Dell 87:a4:5b (fe@:4d:a2:87:a4:5b) :ws: > | Tode = ‘ & Control Block &= Control Block

Type: IEC 61250/GO0SE (0){88[]8) TIiDZT | | | o e E‘:Tr?\l Blli.)c:k EPEFF'EE‘:"‘IEF\-;SEDLLNDSGDSGOCBU'I E?‘Trcra‘l Bllc_x:k CDNPRDVEMESEDLLNDSGDSGOCBD'I v
- GOOSE T CONPROVE [su | | ApplD 57 ApplD 912 )
APPID: ©x@398 (912 Erlin & oooE 0 CONPNOVE o GOOSE D CONPROVE GO vy
Length T 220 L DataSet CONPROVEMaster/LLNOST T6DataSet? DataSet CONPROVEMaster/LLNOST T6DataSet? "
Fi'Y WLAN 1D 2213 WLAN 1D 2213 e
Reserved 2: ©xee0e (@) ) Needs Commissioning False Meeds Commissioning Falze v
v goosePdu 4§ GoCBO2 v Config Rev 1 Config Rev 1 v'
e | <% GoCBO3 v Simulation Falze Simulation Falze v
gocbRef: CONPROVEMaster/LLN@$GO$GOCBO1 Time o Live 40000 ms Time to Live 20000 ms W
timeAllowedtoLive: 40000 N2 de DataSets 24 M2 de DataSets 24 v

datset: CONPROVEMaster/LLNOSTTEDTaset2 S Dase

goID: CONPROVE_GO1 Nome Tipo Norme Tipo
t: May 10, 2023 17:35:09.764996647 UTC FlulgcGAPC . Ind003.stVal Boclean FlxLgcGAPCT Ind003 stval Boolean o
sthum: 2 > FlxLgeGAPC1 Ind003.q Quslity > FlxLgcGAPC1.Ind003.q Quality J
FlxLgcGAPCT.Ind004 s tVal Boclean FlxLgcGAPCT.Ind004 stval Boolezan o
sqhum: © > FlxLgeGAPCT.IndD04.q Quality > FlxLgeGAPC1.Ind004.q Quality o
simulation: False FlxLgeGAPC1.Ind005.5tVal Boclean FlxLgeGAPC1.Ind005.5tVal Boolean v
confRev: 1 > FlxLgeGAPC1.Ind005.q Quality > FlxLgcGAPC1.Ind005.q Quality o
FlxLgcGAPCT . Ind006 stVal Boclean FlxLgcGAPCT Ind006 stval Boolean o
ndsCom: False > FlxLgeGAPC T Ind005.q Quality > FlxLgcGAPC1.Ind008.q Quality v
numDatSetentries: 24 FluLgcGAPC1.Ind007 stVal Boolean FlxLgcGAPCT.Ind007 stval Boolean v
allpata: 24 items > FlxLgeGAPC1 Ind007 g Quslity > FlxLgcGAPC1.Ind007.q Quality J
FlxlgeGARPCT . Ind008 =tVal Boclean FlxLgcGARCT.Ind008 stval Boolean o
g > FlxLgeGAPC1.Ind002.q Quality > FlxLgeGAPC1.Ind008.q Quality o
© 7 wireshark_Ethernet 217MQ4L.pcapng FlxLgcGAPC1.Ind052.stVal Boclean FlxLgcGAPC1.Ind052.stVal Boolean v
> FlxlgeGAPC1.Ind052.g Quality » FlxLgcGAPC1.Ind052.q Quality vy
FlxLgcGAPCT Ind053.stVal Boclean FlxLgcGAPCT Ind053 stval Boolean o
= FlxLgeGAPC1 Ind053 g Quality > FlxLgcGAPC1.Ind053.q Quality vy
IEDs: 1(G0: 2, SV: 0) FlxLgcGAPCT.Ind054.5tVal Boclean FlxLgcGAPC1.Ind054 stVal Boolean v |
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* An invader could publish malicious GOOSE frames:
—To open or to close a circuit breaker;
—Causing a network overload.

* Monitoring system must detect this anomaly:

—Retransmission times too different from what is configured
or with wrong SgNum (out of order);

—Analyzing reception times of the frames and verifying the
time difference, also SqNum.
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Expected GOOSE:

Received GOOSE:

* Blind spot:

[ GOOSE_Msg_1

StNum:1
SqNum: 14
Incom.Time: 0.157 s

\.

~\
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(" GOOSE_Msg_1
StNum:1
SqgNum: 14
Incom.Time: 0.156 s

\Status: OK

~\

[ GOOSE_Msg_1

StNum:1
SqNum: 15
Incom.Time: 1.157 s

J

\

J

\.
I

/" GOOSE_Msg_1
StNum:1
SqNum: 15
Incom.Time: 1.156 s

\Status: OK

~\
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[ GOOSE_Msg_1

StNum:1
SqNum: 16
Incom.Time: 2.157 s

J

\.

\

J

(" GOOSE_Msg_1
StNum:1
SqNum: 150
Incom.Time: 1.256 s

\Status: ERROR

~\

J

iInvader i1s able to publish malicious GOOSE

frames in the right retransmission time and sequence order.
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* PTP (Precision Time Protocol):

-BMCA: used to choose the best node In the network In
order to become the GM:;

* Monitoring system:

-To verify iIf GM messages are running on the Ethernet
network;

—Must analyze Announce and Sync.

12
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Am 0 [ BRE Res=TsE[Eaaan
(W ptp B -+
Mo, Time Source Destination Protocal Length Info ~
—
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Frame 206329: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) on interface \ *
Ethernet II, Src: RuggedCo 58:@b:00 (@@:@a:dc:58:0b:0@), Dst: IEEEI&MS ©0:00:00 (@1:1b:19:

v Precision Time Protocol (IEEE1588)
9000 .... = majorsdoId: |
.... 1011 = messageType:| Announce p
@ee8 .... = minorvVersionPTP: @

e@le = versionPTP: 2

messagelength: 122
domainNumber: @
minorsdoId: @
flags: @exe2lc
correctionField: @,0000008 nanosecon
messageTypeSpecific: @
ClockIdentity: exeeeadcfffes5sebes
sourcePortID: 1
sequenceld: 5095
controlField: other Message (5)
logMessagePeriod: @
originTimestamp (seconds): 16837416
originTimestamp (nanoseconds): 7352
originCurrentuTcoffset: 36
priorityl: 128

@)
essage (@xb)
‘*Ethernetl
File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
Am 2@ BRBRes=TiEEHaaan
[R]ptp
No. Time Source Destination

ds

v Precision Time Protocol (IEEE1588)

28 0000 .... = majorSdoId: n (oxe)
0282 .... DOBO = messageType:|Sync [Message (©x8)
@900 .... = minorVersionPTP: @

ee1@ = versionPTP: 2
messagelLength: 44

O 7 messageType (ptp.v2.messagetype), 1byte(s)

domainNumber: @
minorsdoId: @

flags: oxe200

correctionField: @,000000 nanoseconds
messageTypeSpecific: @

ClockIdentity: exeeeadcfffesgebes
SourcePortID: 1

seguencelId: 6315

Frame 206505: 60 bytes on wire (480 bits), 60 bytes caj
Ethernet II, Src: RuggedCo 538:0b:0@ (@@:0a:dc:58:0b:00

Ultima Leitura

EL% 1 |

Config. PTP
Configuragao
sEl|ad et v~
|=|] Config. DCS
Enderego MAC Orig iESiRsReORIRY
< WLAN
Habilitado Sim
0 1
Frioridade 4
Max PathDelayReg  1s
M2 Dominio 0

Precizdo Desejada  1ms

|=] Config. OCM ~
Enderego MAC Orig ; 00:04:0C:58:08:00
< VLAN
I} 0
Prioridade 4
M2 Dominio 0
< Flag_Field_Octetl
Flag_Leapkl Maa
Flag_Leaphd Maa
Flag_CurrentUTCOffSetValid Sim
Flag_FTFTimeScale Sim
Flag_TimeTraceable Sim
Flag_FrequencyTraceable Maa

< Source Port |dentity

Clock Identity 00:04:DC:FF:FE:58:08:00
Part Number 1
Current UTC OffSet 36
< Grand Master
T PEY- .
Status OCS:  Offset: | 5224ns Delay: | 5286 ns (SINC OK)
Ok Cancelar

13
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* Loss of time synchronism -> threat in the Process Level,
* Monitoring system:
— Must be a PTP slave;
— To verify if the slave clock jitter is increasing in relation to master clock.

* If time synch is lost -> two possiblilities
— Some interference,;
— Hardware problem with Transparent Clock or calibration of GM clock.

* Invader pretends to be the GM and break down the time synchronism:

— With the same Clock Identity of the current GM - blind spot for monitoring
systems;

— With different Clock ldentity - can be verified by the monitoring system
through a “White List”.

14
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* Monitoring system -> statistical analysis of SV and GOOSE

frames; A
» Sampled Values: [ceers]

—Propagation delay;
—Processing time;
-Time between frames;
—Errors in the network; v

—-Synchronism flag.

MONITORING
SYSTEM

15
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Importar Adicionar Remover Orfdo Teste Comparar Orfdos Iniciar Iniciar Iniciar ~ Parar Limpar Direc . Apresentar  Restaurar
SCL IED -= |IED Multiplo SCL Estatistica Supervisdo Gravacdo - Canais t# Conexdo Relatario Layout
Arquivo SCL Multi Teste Verificaches Limpeza Hardware Relatdrio Layout

Qrigem  Geral Comparagdo SCLx Rede Orfdo  Estatistica Supervisdo Gravagdo

Sistema Control Block
ELEL | T > B Informagfes do Pacote
2104t | 7 - MAC Origem FO-4D:A2-87-A4 56 .
IED ~ I St | Status Sincronizagao (1) 5V sincronizado por um sinal de clock de uma drea local ndo especificada. -
Grandmaster Clock 1D -
=-Ji] SES2DMUPY * e
[l coose - B Estatisticas
B--ﬁ 5V i Tempo Inicial 31032023 10:40:59 -
i Duragdo 800s -
BLO R F' ]
= . ! Tempo Final 3100302023 10:41.07 -
Tempo Ultimo Recebimento 31032023 10:41.07 -
N Pacotes 19439 -
N2 Amostras Recebidas 38878 -
N2 Amostras Perdidas 0 vy
N2 Amostras Duplicadas 8 '
N2 Amostras Fora de Sequéncia 0 o
IEDs: 1(G0: 2, 5V:1) 'I:axadeamnrstragem 4300 )
Ultimeo pacote SmpCnt=0 31/03/2023 10:41.07 -
GO (Default) SV (Default) lem Sel.  Hab. Padrdo Desvio Clock (Atual) 1,01 ps v
Habilitar Avaliagio _?ﬁ:: Iggmk Laslutlis) L’:: ks
[ Avaliar Sincronismo N2 de Time Outs i} v
Temp. Processamento (TP) max permitido: IS'.DDT Im;:'?ll_::m Facotes: 278 s
Escomegamento do Clock max pemitido: |5.DD 1S Medio 416,45 ps -
Méximo 43134 us -
M2 max - Amostras Perdidas: ID Tempo de Processamento (TF): .
o= - . I Minimo 286,30 ps -
M2 max - Amostras Duplicadas: 0
? Médio 287,54 s -
M2 max - Amostras Fora de Sequéncia: ID Maxamo 28848 us J
N2 TP Maior gue Max Config. 0 v
M2 max - Time Cuts: ID - S
M2 méax - TP maior que max permitida: I{I
a P Nome Tipo
- ASOI 1

16
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* GOOSE:
—Transfer time, out of order, quality not good

* LN for monitoring - IEC 61850-7-4 Ed.2.1:
-LGOS;
-LSVS.
* Monitoring system -> two SV frames running: one simulated
and other real:

—Test set -> to publish SV (simulation bit set) x MU/SAMU -
> to publish real SV frames;

17
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B Control Block B Cortrol Block

Caontrol Block CONPROVEMaster/LLNOSGOSGoCBED1 Caontrol Block CONPROVEMaster/LLNOSGO $GoCBO1
MAC Destino 01:0C.CD:071:00:57 MAC Destino 01:0C.CD:01:00:57

ApplD LY ApplD 912

GOOSE D CONPROVE_GO1 GOOSE 1D CONPROVE_GO1

Dataset CONPROVEMaster/LLMOST TEDataset Dataset CONPROVEMaster/LLMNOST TEDataset?
VLAN 1D 2213 VLAN 1D 2213

WVLAN Prionty [ WVLAM Prionty [

MNeeds Commissioning False Needs Commissioning Falze

Config Rev 1 Config Rev 1

Simulation False Simulation True

Time to Live 40000 ms Time to Live 40000 ms

N2 de DataSets 24 N2 de DataSets 24

18
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* It was possible to evaluate the requirements for the monitoring of
the network and the failure identification methodologies;

* Aspects not foreseen by network monitoring were also addressed
(blind spots);

* The deployment of a digital substation can be more reliable with
the implementation of the monitoring system:

—Any failure event will be alarmed and logged so that will be
possible to trace its causes.

* It Is expected that this work contributes to enable proper operation
of communication networks, as this is the only way to ensure safe
and reliable traffic of information.
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